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SECTION 1: INTRODUCTION

Preface

This Guide details how to update the Li-ion Tamer GEN 3 Hub and Sensor firmware using an
Apache server.

Related Products: Li-ion Tamer GEN 3

The Li-ion Tamer GEN 3 Hubs (LT-ACC-HUB-PWR-HON and LT-ACC-HUB-POE-HON) and
Sensors (LT-SEN-M3 and LT-SEN-R3) will periodically have new firmware released for the
purposes of addressing field issues or modifying sensitivity of the system based on site-specific
parameters. The following sections detail the required materials and how to update firmware on
the hubs and sensors.
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SECTION 2: APACHE SERVER SETUP

The firmware update process requires the installation of XAMPP, which is a third-party software
that runs an Apache server for hosting firmware files.

—_d NOTE: The XAMPP software has only been verified on Windows. Mac OS and Linux
versions are available, but this guide pertains to the Windows version.

The steps below detail how to download, install, and set up the XAMPP software:

01. Download XAMPP version 8.0.25 for Windows from the following link:
https://sourceforge.net/projects/xampp/files/ XAMPP%20Windows/8.0.25/

XAMPP Files

on manvy 10 Ll Aipsas e disir limrbioe ooniainisg Ry SOa, PHP, and Peeil
o gl o i By

@00 86e8

02. Run the executable file to install XAMPP, the following dialogue box appears:
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b Setup = b4
Setup - NAMPP

‘Welcome to the XAMPP Setup Wizard.

« Back _W| Cancel

03. Click “Next” to proceed with the installation, the following dialogue box appears:

& Setup - X
Select Components

Select the components you want to install; clear the components you do not want to
install. Click Next when you are ready to continue.

. Click on a component te get a detailed
- description

— ] MySQL

—1{ ] FileZilla FTP Server

—{ ] Mercury Mail Server

—{"] Tomcat

:E] Perl

—{ ] phpMyAdmin
L1 Wiakalinae
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04. Uncheck all optional tools then click “Next”.

05. Leave the default installation folder as is then click “Next” on the following screens:

# Setup - X
Installation folder

Please, choose a folder to install XAMPP

Select a folder

# Setup = X

Ready to Install

*

Setup is now ready to begin installing XAMPP on your computer.

< Back Cancel
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& Setup

Welcome to XAMPP!

XAMPP is an easy to install Apache distribution
containing MySQL, PHP and Perl

Installing
Unpacking files

06. After the installation is completed, click “Next”, the following dialog box appears:

& Setup - X

Completing the XAMPP Setup Wizard

m Setup has finished installing XAMPP on your computer.
4 Do you want to start the Control Panel now?
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07. Select the option to open the Control Panel now then click “Finish”.

08. Open the folder (C://xampp/htdocs) and delete the following files:

B 17204076 - Renore Dusinep Comaprinn
v | hdost = o X

» Thas PC Windows {C:] + zampp hadoct =

s ik scoess
I Dwheneyp
4 Downka
7] Decurmarts
= Peleei
H vovees
iy ey
gend_ ety
e el Secune

man

i Deilbrren - Parionsl
B Thig P

B 10 Obyects

[ JE T

7] Decmants

& Downbsad

I Music

= Pitues

| B

i Winicrmas (12

. Uer Data D&}

o ESE-PE (V' ITEDAET. Vb HEC CRAADRIHELC T

o hirteori

09. Create a new folder in (C://xampp/htdocs) and name it (firmware), as shown below:

ol ¥ | htdocs = [m] >
Haime Share Wiew n

= L » This PC » Windows (C) » xempp » htdocs

-

o Quick access

B Desktop Z firmware
& Downloads o
4 Deocuments ¢
= Pictures +
B videos ‘
& Banary
gend_debug

% Gen3 Secure
magtt
@ OneDrive - Personal

B8 This PC
B 3D Objects
B Desktop
45| Documents
‘y Downloads
Jv Music

= Pictures
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10. Open the (firmware) folder and create a new folder inside and name it (update), as shown

below:
+ v | firmware - m X
Home Share View e
“— v » This PC » Windows [C:) » xampp » htdocs » firmware » w 0 Search firmware
Bl Desktop * N o Size
& Downloads *
2| Docurnents o
| Pictures *
B videos *
& Binary
gen3_debug
% Gen3 _Secure
gt

& Onelrive - Personal

B This PC
B 3D Objects
B Desktop
| Documents
& Downloads
b Music
&= | Pictures
B videos
i Windows (C:) -

The setup of the XAMPP software is now complete.
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SECTION 3: RUNNING APACHE SERVER

The procedure to run the Apache server, which setup is explained in the previous section, is as

follows:

01. Ensure that the Apache server has permission to communicate through any firewalls on the

laptop.

® From the Windows Control Panel, navigate to Windows Defender Firewall and Allowed
Apps. Verify that the Apache HTTP Server is allowed to communicate through all

firewalls, as shown below. If necessary, use “Change settings” to give the Apache server

permission.

Allow apps to communicate through Windows Defender Firewall
To add, change, or remove allowed apps and ports, click Change settings.

Mhat are the risks of allowing an app to communicate Gthangc SeTtngs
o For your security, some settings are managed by your system administrator.

Allowed apps and features:

Name Domain__Private Public__Group Policy

= A - o o M

¥ DD INsia| e - - -

- - w "

w w " '

w w e '

' w w '

- w -

L4
Details... Remaove

02. Copy the firmware update files to the folder (C://xampp/htdocs/firmware/update) as shown
below. There are two files for the sensor firmware (.sfb and .json) and another two files for the

hub firmware.

—_’ NOTE: To update either the hub or the sensor, only move the respective device’s files to
the (update) folder. For example, to only update the sensor firmware, only copy the
sensor’s (.sfb and .json) files to the (update) folder.
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update

“ =
h Home Share WView

= =5 = 4
&= Pictures *
B videos ’
& Binary
gend_debug
5 Gend_Secure

migt
& OneDrve - Personal

Bl Thiz PC
B 3D Objexts
B Desktop
| Decuments
J Downleads
B Music
&= Pictures
B videos
‘= Windows [C2)
= User Data (%)
e ESE-PE (\\172.24.87.15\heS\H

& ns o

4 items

“ Windows (C:) » xampp » hidocs » frmware » update

J update_hub.json
| update_hub.sfb

;f’ update_sensor,json
| update_sensorsth

L]

03. On the XAMPP software control panel that is shown below, click “Start”. If there is a red “X” in
the checkbox next to the Apache service module, click that checkbox and follow the prompts
to enable the Apache service module.
The Apache service checkbox should either be empty, as shown below, or the Apache module
is highlighted in green before proceeding.

Modules

Service  Module

Apache
MySQL
FileZilla
Mercury

Tomcat

1 [main]
( [main]
11 PM [main]
1 [main]
1 [main]
1 [main]
2:27:01 PM [main]

N

XAMPP Control Panel v3.3.0 [ Compiled: Apr 6th 2021 ]

XAMPP Control Panel v3.3.0

Actions

=13

PID(s) Port(s

Start
Start

Start

All prerequisites found
Initializing Modules

The MySQL module is disabled
The FileZilla module is disabled
The Mercury module is disabled
The Tomcat module is disabled
Starting Check-Timer

Control Panel Ready

Admin

Admin

Admin

Admin

Admin

Config
Config
Config
Config

Config

L.-_:;" Services
4 Help
& Quit

User Guide | Rev A

12



Li-ion Tamer GEN 3 Hub/Sensor Firmware Update Procedure

After starting the Apache server, the control panel should appear as shown below:

E XAMPP Control Panel v3.3.0 [ Compiled: Apr 6th 2021 ] - (] X
IH XAMPP Control Panel v3.3.0 " contig
4 Netstat
Admin Config Logs B shel
MySQL Start Admin Config Logs _ Explorer
FileZila Start Admin Config Logs F. Services
Mercury Start Audimin Config Logs i Help
Tomcat Start Admin Config Logs il ut
2:10:24 PM [main] The MySQL module is disabled A
2:10:24 PM [main] The FileZilla module is disabled
2 PM [main] The Mercury module is disabled
P | [main] The Tomcat module 1s disabled
2 | [main] Starting Check-Timer
2 | [main] Control Panel Ready
2 A [Apache] Attempting to start Apache app.
210:27 PM [Apache] Status change detected: running
L

04. Open this link (http://localhost/firmware/update), the below page should appear with the

update files listed:

@ Index of femware/update E +

« C (O locabestfimuware/update] o

‘ VisualSWN Server B Wit is HAL 5P T

Index of /firmware/update

Name Last modified Size Description

8 Pazent Diectory .
[P updaiz_bubjsen 2023-03.1518:16 32
[ update_bubsfb  2023-03-20 15:24 371K

[#) undare_sensorison 2023-03-17 17:56 32
[ update_sensorsib 2023-03-1717:55 53K
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SECTION 4: FIRMWARE UPDATE PROCEDURE

Follow the procedure below to update the sensor and hub’s firmware.
Required Materials for Testing:
° Laptop with ethernet port or adapter
o WiFi (from local network or cellphone hotspot) or LAN connection
° Li-ion Tamer GEN 3 system, setup as typical
Option A (WiF:

01. Power OFF the hub and sensor chains that require the firmware update. Multiple hub and
sensor chains can be updated simultaneously.

02. Set the laptop ethernet port to a static IP address of 172.16.0.2, as shown below:

Internet Protocol Version 4 (TCP/IPv4) Properties x>
General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(C) Obtain an IP address automatically
(@) Use the following IP address

IP address: | 172, 16 .

Subnet mask: 255 . 255 .

Default gateway:

Obtain DMNS server address automatically

(@) Use the following DNS server addresses:

Preferred DNS server:

Alternate DNS server:

[[] validate settings upon exit Advanced. ..
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03. Set up the system by following the below steps:
a. Connect the laptop to WiFi from either a local network or cellphone hotspot.

b. Connect the laptop ethernet port (set to a static IP in Step O1) to the ethernet switch
that is connected to the Network 1 port of the Li-ion Tamer Controller.

Hubs and sensors are powered OFF and connected as typical to the ethernet switch.
PoE hubs will be unplugged from the PoE switch so they are powered OFF.

Cell
Phone

Hotspot 'w @;

or Wi-Fi

Laptop
(running Apache server)

172.16.0.2

Li-ion Tamer
Gen3
Controller

O4. Verify that the controller and ethernet switch are powered ON.
05. Load the firmware files and run the Apache server according to Section 3.

06. Power ON all hubs and sensors that require the firmware update. The firmware update
process will begin in about 1 minute after powering ON.

° When the process is running, the devices receiving the firmware update will flash white
LEDs.

° Firmware update typically takes 5 minutes. If device LEDs flash white for more than 10
minutes, contact a Honeywell representative as further troubleshooting may be needed.
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° When sensor firmware update is complete, the sensor LEDs will stop flashing white and
will transition to a slow blue flash, followed by the green blip indicating normal
operation.

°© When hub firmware update is complete, the hub LEDs will stop flashing white and will
transition to a slow blue flash, followed by fast blue flashing indicating they are
connecting to the sensors.

07. Once the sensor LEDs indicate a green blip and the hub LEDs indicate a fast blue flash,
power OFF all hubs and sensors that received the firmware update.

08. Stop the Apache server.

09. Power the hubs and sensors ON and confirm that they have received the new firmware
version via the controller’s software interface dashboard.

Option B (LAN):

01. Power OFF the hub and sensor chains that require the firmware update. Multiple hub and
sensor chains can be updated simultaneously.

02. Set the laptop ethernet port to a static IP address of 172.16.0.2, as shown next:

Internet Protocol Version 4 (TCP/IPv4) Properties X
General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your netwark administrator
for the appropriate IP settings.

(O) Obtain an I[P address automatically
(@) Use the following IP address:

IP address:

Subnet mask:

Default gateway:

Obtain DNS server address automatically

(@) Use the following DNS server addresses:

Preferred DNS server:

Alternate DNS server:

|:] Validate settings upon exit Advanced...

=
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03. Set up the system by following the below steps:

° Connect the laptop ethernet port (set to a static IP in Step 01) to the ethernet switch
that is connected to the Network 1 port of the Li-ion Tamer Controller.

°© Connect Controller Network 2 port to a LAN.

Hubs and sensors are powered OFF and connected as typical to the ethernet switch.
PoE hubs will be unplugged from the PoE switch so they are powered OFF.

Laptop
(running Apache server)

172.16.0.2

Li-ion Tamer Sensor(e)
Gen3
Controller

04. Follow Steps 04 through 09 from Option A to continue updating sensor and hub firmware.
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SECTION 5: FURTHER SUPPORT

For firmware files, please contact a Honeywell representative.

For further information or inquiries, please contact a Honeywell office or distributor.
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